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Abstract

Information system featuring situational awareness picture are under constant pressure
to introduce new external sources of information into the system. This thesis examines
the effects that introducing integration interface design has on the KOLT cybersecurity
relating to the integrations. The system security is assessed before and after adding new
integration interfaces. Methodology to develop the integration interface is an action de-
sign research. Results show that adding new integration interface to the KOLT system
did lower the risk-level value of the risks related to the integrations. Reduction, however,
was less than anticipated, after the changes risk-level value fell around 17% instead of
20%-40%, which was laid out in the hypothesis. As this thesis is focused on a single
case-study, implications are applicable if the system is similar to the KOLT in terms of

requiring protocol and cryptography implementation by the integrator.

This thesis is written in English and is 50 pages long, including 7 chapters, 16 figures,
and 5 tables.



Annotatsioon

Olukorrateadlikkuse pilti pakkuvad infosiisteemid on pideva surve all lisada uusi véliseid
andmeallikaid, et pakkuda jirjest terviklikumat ja tipsemat iilevaadet toimuvast. An-
tud t60 uurib, kuidas mojutab KOLTi siisteemi véliste andmeallikate integreerumise tur-
valisust uus tihilduvuskihi disain. KOLTi siisteemi integratsioonidega seotud turvalisust
uuritakse nii enne kui pirast tihilduvuskihi rakendamist, tihilduvuskihi enda arenduseks
kasutatakse metoodikat action design research. Kahe turvaanaliiiisi vordlus nditab, et
tthilduvuskihi lisamine kiill vidhendas integratsioonidega seotud turvariske, kuid riskide
vihenemine jdi alla ootuste. Oodatud 20%-40% vahelise riskivédrtuste languse asemel
hoopis 17%. Kuna uuriti vaid muutuseid ithes konkreetses siisteemis ei ole jareldused
iks-iihele laiendatavad teistele olukorrateadlikkusega tegelevatele infosiisteemidele. Sar-
naseid tulemusi véivad enim oodata siisteemid, kus on samuti ndudeks integraatoritel

endal ehitada lahendused protokolli kasutamiseks ja kriiptograafiaks.

Loputod on kirjutatud inglise keeles ning sisaldab teksti 50 lehekiiljel, 7 peatiikki,
16 joonist, 5 tabelit.
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1 Introduction

All over the world situational awareness software are used to gather operational picture,
which can then be used to improve the quality of the decision making. Often deployed
by governmental entities, military terminology refers to such systems as C2 (Command
and Control) systems. In addition to offering a functionality that enables the system users
to coordinate actions by sharing information, C2 systems must be able to incorporate
information from system external sources to the operational picture [1]. In practice, this is
provided by integrating external information sources, either hardware or software-based,

to the C2 system.

The C2 system used by the Estonian Defence Forces (EDF) is called KOLT. KOLT fills out
all the classical parts of the C2 system by providing methods for exchanging operational
information in a structured manner designed for the military. KOLT also uses external
information sources to enhance the operational picture provided to the users. However,
these integrations are made with a variation of tools often using different implementation
processes and practices. A wide variety of integration implementation practices creates a

maintenance pressure on the system architecture and future developments.

The initial motivation for this research topic was driven by the thesis author’s personal
experience from working as a system integrator on the KOLT software. Framing of the
research into the security question stems from the fact that in the author’s personal ex-
perience, most problems faced while developing the integrations seemed to fall into the
different categories of security issues. Therefore, it was concluded that alleviating inte-
grator’s troubles should also result in improved security for the system in the scope of

integrations.

Based on this conclusion, two hypotheses for the thesis were established. The primary hy-
pothesis is that introduction of standardized interfaces for building integrations improves
the system security in the scope of integrations. However, not to settle on a simple binary
question, a secondary hypothesis was set up as well. This theoretizes that a security gain
from the integartion interfaces will result in substantial security risk reduction between
20% to 40%. The author of this thesis does not consider these hypotheses to be trivially
correct as the introduction of new assets, attack surfaces and processes could also result

in zero or negative changes in the new risk evaluations.
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Work in this thesis is divided up to four parts. Firstly, the organizational context is given
to form a basis for the security analysis of the KOLT system in the scope of integrations.
Secondly, the current state of the KOLT system security regarding integrations is anal-
ysed and documented. Thirdly, action design research methodology is used to design
and implement the integration interfaces [2]. Fourthly, system security is revisited and
reevaluated to see how the hypotheses have held up. It is important to note, that during
the action design research, security requirements are not created based on the previous
system analysis. Therefore, improvements in the KOLT system security regarding the

integrations must be produced as a side-effect for both hypotheses to be correct.
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2 Organizational context

All software and its development processes are inevitably tied to an organizational context
in which they exist. Characteristics of this context need to be described and understood
to create a knowledgebase, from which the software domain-specific information could
be extracted. This allows to identify assets, risks, vulnerabilities, etc, which can later be

used to create security metrics describing the state of information system [3].

As the security metrics scope in this thesis is limited to analysing changes deriving from
the KOLT integrations, the organizational context also focuses on the KOLT and its in-
tegrations, which attach hardware/software solutions to the system. A brief introduction
to the KOLT system, integrations and their developers will be given to establish a basic

understanding about the software in question and its development process.

2.1 Developers

Although, members of the KOLT development team and the integrator community do
have overlapping members, developers in those two groups have different methodologies,
timelines and motivations. Therefore, an individual look is taken into the inner workings
of both groups. Based on previous studies, it is expected that team characteristics have
a substantial effect on the development methodologies chosen [4]. Another differentiator
influenced by team properties is motivation [5]. Understanding how team characteristics
in a form of development methods and motivation affect the software being developed
creates a necessary basis for evaluating risks involving the development process later in
this theses.

2.1.1 KOLT team

KOLT development team primarily consists of developers going through their mandatory
service in EDF lasting from 8 to 11 months. Additionally, the team also includes full-time
employees filling out mostly managerial roles in the team. Therefore, using conscripts as
the main development force, managers of the KOLT development team face a unique
challenge where the yearly turnover rate is constantly around 80% mainly due to factors

driven by organizational context.
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Conventional wisdom suggests that higher turnover percentage leads to lower productivity
[6], however in these models turnover has been a natural, rather than created by an external
factors. This suggests that an 80% turnover rate does not cause a fall in productivity on
the same level in EDF organizational context, as it would in an average private-sector
software development team. However, data collected from the open-source communities
shows that teams with strong cores and a high turnover rate see a reduction in the code
quality as newcomer influxes occur [7]. This indicates that although productivity is not
as bad as the 80% turnover rate would lead to believe, there is still a backdrop every new

conscription-cycle.

Another somewhat unique aspect to the KOLT team is the work-life balance of a con-
scripted developer. Although, team events and other extracurricular activities can and do
take place, the underlying structure of the workplace is military, which sets its contextual
limits. Translated into the work environment this means tighter schedules and higher-
level of operational requirements for the software produced. These stressors increase the

chance of a burnout occurring and may result in a less productive team overall [8].

A proper way to describe a KOLT development team is to describe a group of small-sized
(5-6 members) teams working on subsections of the overall system. The work is syn-
chronized between the teams by releases and sprints derived from the scrum development
methodology. This model is suitable for shipping functional updates and improvements
for the client and handling a long backlog [9]. However, from the integration development
perspective a problem arises, where no member of the team has an overall detailed under-
standing of KOLT software. Detailed knowledge is not as useful, when providing small
updates for the subsection of the product, except when working with an integration, where

understanding the full picture is imperative for developing a scalable working solution.

2.1.2 Integration developers

KOLT integrations developers can generally be divided into three groups:

KOLT team members The most common implementors of the integrations. Work
often on small integrations, which are required by a subset of admin-level KOLT

users.

Ex-KOLT developers Next most common integrators on the KOLT platform, their

work is usually scope limited and covered with contractual obligations. Used when
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the project scale is large enough to require a full specification and resources exist
to award contracts. Examples include sensor networks and large-scale hardware

control systems.

External partners of the EDF  Least common integrators. Motivated to get their pro-
duct/service working with the C2 system used by the EDF. In the weakest position
of the three as the developers do not have previous experience working with the
KOLT platform.

These three types of developers and their projects may seem different, however due to
the similar goals and environments for these projects, some communalities occur. For
example, as the integration projects tend to have a clearly defined scope, the most com-
monly used development methodology for the integrations is the waterfall. In case of
KOLT team members and contracted work, waterfall model comes naturally as the de-
velopments are limited by either contracts or the service time and the classic waterfall

plan->implement->test->deploy [10] routine is the only possible model to follow.

Another commonality is that developers building the integration software are not the ones
responsible for providing long-term maintenance. When issues raise regarding mainte-
nance tasks in the integrations KOLT team members and contracted workers have often
already left the organization. Furthermore, the driving factor behind most of the tasks is a
need to keep up to date with the current KOLT software, therefore it is impossible to avoid
maintenance even if the integrations have been developed flawlessly. Developers leaving
among with a constant stream of maintenance tasks turn supporting old integrations into

a serious managerial challenge.

2.2 Software

When establishing an organizational context for the software and its integrations, it is im-
perative to understand key functionalities and working principles of that software. Soft-
ware architecture and the deployment environment are important characteristics in finding

risks later on.
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2.2.1 KOLT

KOLT is a C2 system that enables users to plan and exchange operational information
using map layers and chat. From the system architecture point of view, KOLT is a clus-
ter of independent servers that are capable of seamlessly synchronizing operational data
along the network (Fig. 1). KOLT differentiates itself from other C2 software in two key
aspects: all the operational data processed on the system(s) is end-to-end encrypted us-
ing shared-key-cryptography, the KOLT message protocol requirement for the network
bandwidth is very low (5kbps), enabling it to operate directly on radio networks with very
small data bandwidths.

Independent KOLT system Independent KOLT system

KOLT message network

Figure 1. KOLT message network.

While much of the success in adapting KOLT as EDFs C2 program can be attributed to
those key aspects mentioned before, they come at a cost. Integrations with such a system
require knowledge and experience, which enable developers to write software that follow
the strict operational rules laid out by KOLT as mishandling either cryptographic or the

network can have dire consequences for the entire cluster.

2.2.2 Integrations

The main motivation behind creating integrations is to transfer operational information
flow from external systems to the KOLT. This information includes: sensor networks,

status reports, GPS tracks, external data analysis results, etc. Ever since the start of the
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KOLT project, the project has always integrated some hardware with its main function-
ality, however, over time, there has been a gradual shift from implementing integrations
straight in the KOLT source code to treating them as external microservices. This has cre-
ated a significant flexibility in the deployment procedures and at the same time, created a

demand for established processes and tools for building integrations as microservices.

One characteristic that divides integrations into two distinct categories is the need for cus-
tom message handling the KOLT UI (User Interface). This property decides whether an
integration can be built without altering the KOLT source code or not. For an example, if
the main goal of the integration is to relay unit location information to the KOLT system,
map symbol, which is already defined in the KOLT protocol can be used for that purpose
and relayed to the KOLT via message network, however if there are any extra data fields
that do not fit into the existing protocol definitions, changes in the KOLT source code are
necessary. The substantial difference in the implementation difficulty has led to a situa-
tion, where integrators would rather not use the full capabilities of the hardware/software

than to build an integration that requires changes to the KOLT source code.

2.3 Conclusion

In order to provide increased functionality C2 systems are under constant pressure to in-
tegrate third solution to improve situational awareness information flow with new data.
Due to the organizational context and the workforce employed both the KOLT core and
integrations development teams, they are faced with constant loss of knowledge during
the development process. To overcome this obstacle the KOLT project has seen a gradual
shift from integration developed directly into the KOLT source code to integrations using
KOLT message network layer. Until now, however, this use-case has remained undocu-

mented and officially unsupported by the core development team.
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3 Integrations security

To evaluate the effect that integration architecture has on the system security, the current
state of the system must first be understood and documented. This analysis will serve as
a validation tool for the interface design. Risks collected and described here are reused
later to determine the affects that the interface design has on the security of the KOLT
system in the context of integrations. The first steps from the ISSRM (Information System
Security Risk Management) process are used to identify the security context and assets
along with the risk assessments [3]. These will establish a baseline to which the risk

treatment solutions can be built upon during the interface design process.

3.1 System assets

As the organizational context along with descriptions of KOLT and integrations have
already been presented in the previous section, a list of information assets is laid out
based on that context. Table 1 contains a list of assets, which fit into the scope of KOLT
integrations. The scope is determined by the fact that they are either created, modified or

frequently used by the integrations.

Assets in this table are evaluated based on a framework published by Information System
Authority of Estonia called ISKE. This divides evalation into security subclasses based on
the CIA structure and derives security level of the information asset using 3D matrix of
the security subclasses [11]. Here, the author considered a number of alternative security
analysis frameworks, such as M. Kassa’s example framework [12] and a methodology
proposed for the DoD (USA Department of Defence) [13]. Choice was ISKE as it is
based on Germany’s similar framework [14] and it is published by a reputable Estonian

goverment authority.
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Table 1. Information Assets. Information assets along with evaluations..

Assets Confidentiality | Availability | Integrity | Security Level
Messages Cc2 Al 13 H

Keys C3 A2 I1

Program code C1 Al 13 H
System settings C3 Al I1 H

Maps Cc2 Al 12 M
Vectors Cc2 Al I1 M

User settings C1 Al T1 I1

Assets in Table 1 have been laid out in order of value. The reasoning behind the evaluation

along with descriptions to each asset class are as follows:

Messages  Messages are a key concept of the KOLT system. They are exchanged be-

Keys

Maps

tween users in a singular server and servers across the network. They are generated
either by users or integrated software. Confidentiality and availability can afford
smaller lapses as the information processed is operational and ages fast. Integrity,
however, is vital, as users can be manipulated to behave in a predictable manner if

the integrity of messages is broken and the system is fed with manipulated data.

Including keys as a system asset could be considered a somewhat controversial
decision as they are a tool to keep the message confidentiality. That being said, they
serve a singular purpose across the whole network and KOLT systems, have a set of
processes (creating, updating, deleting) defined for them and are therefore distinct
from the message asset class. Confidentiality of the keys is essential to protect
messages encrypted by them, availability of the keys and ease of update should also
be considered important. Attack on distribution could be turned into a DDOS attack

by denying user access to messages due to incorrect/outdated keys.

As mentioned in the previous section, one of the functionalities of the KOLT
is to provide situational awareness information on a map layer. Maps are used to
give easily understandable context to the user-generated data, therefore, their avail-
ability and integrity does not the highest level of importance, as work can continue,
although at reduced capacity, without them. Their confidentiality could also be

evaluated to a medium level, as maps used in KOLT systems are not generally pub-
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licly available, however, maps with the same quality of information are open to the

public.

Program code  While not as accessible as pure source code, program code that could
be obtained from a live KOLT server can still be meaningfully processed. As no
security-to-obscurity measure is conscientiously implemented in the KOLT, having
access to the program does not raise additional confidentiality concerns. As a dis-
tributed system, loss of availability is also limited to one node in a network. Most
substantial issues raise regarding to the integrity of the program code, purposefully
crafted change to the frontend can expose access to user-specific data (including

keys and unencrypted messages).

System settings  System settings are used to by KOLT servers to communicate with
external services. They contain information such as LDAP and e-mail configura-
tion parameters. As this information may include credentials, the confidentiality
requirement for the system settings should be regarded as high. Availability and
integrity are of a low priority as the KOLT servers are designed to work in situa-
tions, where no external services are available, therefore missing settings produce a

situation already familiar to the end-user.

Vectors  Vectors are by functionality closest to maps asset class. They provide extra
context for user information layered on maps. Due to functional similarities with
the maps, vectors also have similar evaluations. Point lost in integrity stems from a
fact that their usage rate is substantially lower than that of the maps and therefore a

lapse in integrity will not have such severe consequences.

User settings  In the context of KOLT, user settings are considered a collection of data,
which holds user preferences defined in the frontend. This could mean any param-
eter deemed necessary by the implementation to improve user experience, such as
last-chat-visited, preferred alias, etc. As this information has carries virtually no

threat to the usability of the system, it receives the lowest values across the metrics.

3.2 Risks

One way to proceed with the analysis would be to pursue with detailed analysis of threats
and vulnerabilities, however as the results of security analysis serve as a means to mea-
sure improvements created by the new integrations interface design, a less complicated

route can be taken. By using risk-related concepts defined by R. Matulevicius [15], a
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basic set of risks is defined. Finally a tabular representation of all the risk evaluations is
created. This will act as the main tool for the evaluation of the integrations interface de-
sign improvements to the security. Defined risks can be sorted into two categories: risks
during operational processes and risks stemming from development processes. The latter
are more difficult to detect and model. However, at the same time they have a significantly

longer damage mitigation process.

3.2.1 Risk definitions

Each risk is defined by risk-related concepts and a Security Risk-oriented BPMN model.
The Security Risk-oriented BPMN modeling enables visual representation of the vulner-
able processes [16], during validation these models are reused to show effects of new

interface design on business processes.
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Risk ID  Risk-1 (Fig. 2)

System Asset  Messages

Vulnerability  Integrated sensors can be triggered to flood a network with mes-

sages.
Threat Agent Enemy combatant

Threat and Attack  Sensors that are integrated to the KOLT system are mali-
ciously triggered to create a DDOS attack by overflowing the network with

messages.

Impact  Message availability from other nodes is reduced due to congested net-

work.

Description  Enemy combatant maliciously triggers an integrated sensor to

cause a message overflow on the network and therefore weaken the message

KOLT

Availabilit
¥ Message registration does not

limit the rate of sensor messages

availability.
™
. S
g |Message | T Receive Message
3 Message
1
Availability

I . )\
=
H Message [------ )
% < Register Message + Sx;ecgsr(a)g‘eze —| +
z 2 S N e R e =)
L Message
g .

Availability

> N

Message
Create Message [~ ]
Input received 'y

Enemy Combatant | Integrated Sensor

Qi

Input triggered maliciously

Figure 2. Risk-1. Integrated sensor used for DDOS attack.
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Risk ID  Risk-2 (Fig. 3)

System Asset  Messages

Vulnerability  Insecurely implemented KOLT cryptography protocol in integra-

tion program.
Threat Agent Enemy EW combatant

Threat and Attack  Messages created by integration are accessable and modifi-

able by the attacker due to poorly implemented cryptography protocol.
Impact  Message confidentiality and integrity are broken.

Description  Enemy EW combatant uses integrator’s poorly implemented proto-

col cryptography to break message confidentiality and integrity.

KOLT
Integrator

Integration programm

SN
Message
Run system Create Message .
Cdivfidentiality, Integrity

Implement KOLT Integration Deploy code
protocol implemented

Protocol cryptography is
implemented unsecurely

Enemy EW Combatant

requested

Integration
SN
Message [*"""} Process message

Figure 3. Risk-2. Poorly implemented cryptography.
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Risk ID  Risk-3 (Fig. 4)

System Asset  Messages
Vulnerability = KOLT upgrade breaks compatibility with integration messages.
Threat Agent  KOLT developer

Threat and Attack  Poorly communicated breaking upgrade in KOLT rendered

messages created by integrations inaccessable.
Impact  Messages are unavailable for the end-user.

Description ~ KOLT developer executes a poorly communicated upgrade, which
breaks compatibility with inegrators imeplementations and renders integration

messages inaccessable.

O—){ Develop update % Deploy code ‘

Request for software
update

KOLT developer

SEEN —

Message |
~~~~~~~~~~~~~~~~~~~~~~~ Message

1
Availability
Process message Serve message
Run system
Fails to serve message

to imcompatible implementations

KOLT

KOLT

= AN

Message

Integration programm

=3
Message = Read message

Availabimy" """"""

Integration User

Figure 4. Risk-3. Imcompatible KOLT update.
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Risk ID  Risk-4 (Fig. 5)

System Asset  Messages

Vulnerability  Incorrect implementation of the KOLT message network proto-
col.

Threat Agent Integration developer

Threat and Attack  Network congestion by incorrect protocol implementation

renders messages unavailable between KOLT server nodes.
Impact  Messages from peer servers on the network are unavailable.

Description  Integration developer incorrectly implements KOLT Network pro-

tocol, which congests the network bandwidth and renders messages from peer

KOLT servers unavailable.

KOLT

4 y ~
Develop integration
k Epes Deploy code
Request for software
update

= AN

(o Message

KOLT server

Falils to syncronise messages
on the network

Figure 5. Risk-4. Incorrect protocol implementation.
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Risk ID  Risk-5 (Fig. 6)

System Asset  Maps, Vectors, Program code, System Settings
Vulnerability  Integration program deployment is insecure.
Threat Agent Enemy EW combatant

Threat and Attack  Insecure integration program deployment is used to access

KOLT system resources.
Impact  All assets named above are compromised on full CIA spectre.

Description  Enemy EW combatant uses insecure integration program deploy-
ment to access KOLT system resources causing confidentiality, availability

and integrity lapse for maps, vectors, program code, system settings.

2.
Develop a protocol
implementation
update Deploy code
Request for software v
update Fail to secure integration program
against breaches via network
I > ‘—V‘ Run KOLT server ﬁ\
] O

5l
o
x Run integration

E program

SN \1 = S
= N " - L
= Confidentiality, Integrity, Availability Breach system Access resources Confidentiaity, 'T“eg”‘y- Availability Confidentiality, Integrity, Availability
Program A h H |

= code, | \

2 1 a3 8 st | —— :

E Confidentiality, Integrity, Availability TR e :

2 1 .

o {

Figure 6. Risk-5. Insecure integration deployment.
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Risk ID  Risk-6 (Fig. 7)

System Asset  Messages, Keys, User settings

Vulnerability  Access to deploy compromised frontend code

Threat Agent  Malicious integration developer

Threat and Attack  Compromised frontend code is used to access user data such
as messages, keys and settings.

Impact  Confidentiality of messages, keys and user settings is broken.

Description  Malicious integration developer uses access to deploy compro-

mised frontend code in order to break confidentiality of messages, keys and

user settings.

KOLT

Malicious integration developer

\ : N 5 N
Developaprotocol | () f emememeoeony T Messages
implementation Access user data :
update Deploy code 1 1
Request for software c C
A :

update -

Confidentiality

KOLT Frontend

Run system d)
\

System is compromised by
integration code

Figure 7. Risk-6. Compromised frontend code.

3.2.2 Risk assessment

Study into a possible risk management methodology for the DoD mission system found

risk likelihood and impact to be important characteristics in the risk assessment process
[13]. This is supplemented by ISO27000 definition of level of risk as a combination of

consequences and likelihoods [17]. To give those principles a practical meaning a study

into avation security risks is used as an example for the risk assessment properties [18].
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According to that metrics needed to give a numerical assessment of a risk are: "business
asset value, threat likelihood, vulnerability level, and security objective" [18]. A deviation
is made here from the original study, as business asset values are defined from scale 0-3
instead of scale 0-5. Furthermore, likelihood scale is derived from the DOD risk man-
agement methodology and is on scale 1-5 (Table 2) instead of 0-5 [13]. Confidentiality,
integrity, availability, which are defined for the business values are reused for the security

criteria. Following formulas are also used from the study [18]:

Risk event = threat likelihood + vulnerability level — 1

Impact = maximum value o f the security criterion

Risklevel = risk event x impact

Table 2. Threath likelihood definitions.

Level | Percentage
1 1%-20%
2 21%-40%
3 41%-60%
4 61%-80%
5 81%-100%
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As all the parameters necessary for the risk evaluation have be defined, risks defined
earlier in the chapter can be assesed (Table 3). Maximal risk level value per risk that
could be obtained using this methodology is (5+5) *3 = 30. These assesments are later

used to validate the hypotheses.

Table 3. Risk assessments.

Risk ID | Vulnerability level | Threat likelihood | Event potentiality | Impact Level | Risk level
Risk-1 2 4 5 1 5
Risk-2 5 7 3 21
Risk-3 5 4 8 1 8
Risk-4 2 3 4 1 4
Risk-5 2 4 5 3 15
Risk-6 5 2 6 3 18

3.3 Conclusion

Using initial steps from the ISSRM [3] system assets related to the integrations were iden-
tified. They were further evaluated and classified using the ISKE framework [11]. Risks
were described by key characteristics [15] and modelled to give a visual presentation.
Finally, all risks were evaluated by using principles described by R. MatuleviCius in avi-
ation turnover study [18]. These evaluations are later used to determine the effects that
adding the integration interface has on the cybersecurity of the integrations in context of
the KOLT system.
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4 Interface design and implementation

Interface desing and implementation process is driven by the action design research
method. Problem in this instance is defined as a lack of standardized way to build working
and update resilliant integrations with KOLT platform. [2] Standard is scoped by the so
called "ambassador integrations" that set limits to the building and reflection phase of the
method. Only logic required by the ambassadors is implemented on the interface, aside
from creating practical limits, this approach also ensures that all the implementations are

covered by realistic use cases and no functionality is built without a need.

Original plans for integration interfaces accounted for two interfacing projects (Fig. 8a)
to be adopted: one for the networking layer and one for the UI level. The difference is
indicated on Fig. 8b with green. A decision to add an API module for interfacing with the
message network was made. This required 3 software packages in total to be created to
fully implement the desired interface functionality. Those are: KOLT-connector, KOLT-
connector-API and KOLT plugins. The first two are standalone projects that are created
from the scratch and KOLT-plugins is an additional feature for the existing KOLT source
code.

(a) Original. (b) Improved.

Figure 8. KOLT interface design model iterations..

4.1 Ambassador integrations

Selection of the integrations was made in a way that would form the widest possible
range of the realistic use cases. Two integrations were chosen for that purpose. First is

an outdoor sensor network, which presents information collected from the network for
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the operator to interperpert and access configuration commands from the said operator.
Second is an output of an external analysis tool, which augments the situational awareness
picture displayed in the KOLT.

Sensor network creates a requirement for two-way communication and custom UI ma-
nipulation for certain types of messages such as configuration. Analyzer integrations
appends to this by requiring multi-language support as it uses different underlying tech-
nology stack than the sensor network. These requirements fill the scope of the integrations
as two-way communication, custom data presentation and multilanguage support covers

all the necessities for the internal information flow to be used in the KOLT system.

4.2 KOLT-connector

As mentioned before, a number of KOLT integrations existing in use today already use
the KOLT message network interface. Up until now, this had been considered a non-
standard behaviour and the interface itself was considered to be internal by the KOLT
architecture. It was meant to be used only for communications with other server-nodes.
The main goal for the KOLT-connector was to standardize integration actions with the
networking layer, while internally implementing protocol definitions, cryptography and
basic networking logic. This enables integrators to focus on the business logic side of
their application and in addition are provided with a safer path through protocol updates
as they now materialize mostly in KOLT-connector rather than in the integration source

code.

4.2.1 Tools

The original idea for library type was to create a WASI-type (WebAssembly System In-
terface) library [19], so KOLT-connector could be used in a wide range of languages
implementing WASI. This idea, however, was soon dropped due to the very early adapta-
tion stage of WASI, which made using it error-prone and unpredictable. Instead, KOLT-
Connector is published as a Rust library in a form of a Cargo package, which is a package
management tool used for Rust projects. As Rust libraries are not directly importable to
software projects written in other languages, this created a substantial adoption obstacle.
Therefore, a need for a project that would fill in this gap was created. This need would

later materialize as a KOLT-Connector-API project.
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Two dependencies, which are extensively used in the project, are OpenSSL and actix.

OpenSSL is a general-purpose cryptography library [20], as of 10th of April 2020 Rust
bindings for OpenSSL have been downloaded over 7 million times [21]. Adaption on
this scale means, that library fundamentals are continuously tested and security issues
will be communicated through proper channels in a timely manner. This is important as
providing a sound cryptographic implementation of KOLT message protocol is one of the

key tasks of KOLT-connector software.

Actix is an actor-model library implemented in Rust [22]. Carl Hewitt describes an ac-
tor model as a "mathematical theory that treats "Actors" as the universal primitives of
digital computation". Practical implementations of an actor model (such as actix) enable
implementing concurrent systems, that do not have to rely on classical concurrency tools
offered by languages such as locks or threads. This enables to rely on architectural style
not specific tools when implementing concurrent systems. [23] Furthermore, as KOLT-
connector is a tool for sending, receiving and transforming messages, an actor-model fits

in particularly well with the task at hand.

4.2.2 Implementation

As previously described, KOLT-connector sets to solve three main tasks: protocol defini-
tions, cryptography and basic networking tasks. These tasks are abstracted to two library
units: connector actor and protocol messages. In addition a small subset of crypto func-
tions are exposed, to provide the library user with the type definitions and lower-level
access for cryptography. These functions, however, are not necessary in a standard inte-

gration process.

Connector actor is the largest part of the software library as it is internally responsible
for networking, lower level protocol handling and cryptography. Its functionality can be
accessed by the integrator through messages, which the connector is programmed to han-
dle (Fig. 9). By using these messages integrators have full access to the KOLT message

network.

Protocol messages are exposed as Rust objects. All these objects implement a serialization
function that could be used to turn an object into a byte array. This byte array can later

be used in the data field in SendMessage seen in Fig. 9. Deserialization of received
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AddTarget GetTargets
+ target: SockerAddress
. I ) GetChannels
AddListener iR
+ listener: SockerAddres
SendMessage
AddChannel + info: InfoType
+ name: String + priority: PriorityType
+ crypto: CryptoType + data: Vec<u8>

Figure 9. Connector actor functionality. Descriptions of messages handled by the actor..

messages can be carried out in the same manner, where an array of bytes is turned into
a Rust object, which can be further used to process the data. Definitions for the protocol
are built by using source code from the KOLT. This ensures that KOLT-connector always
uses the latest definition of the protocol and is able to seamlessly convey any changes to

integrators, without a need to update every integration separately.

4.3 KOLT-connector-API

As mentioned before, a need for KOLT-connector-API project rose from the fact that
technical solutions intended for cross-language libraries were not yet available. In re-
placement, this project provides KOLT-connector functionality over a REST (Represen-
tational State Transfer) API (Application Programming Interface). From the active design
research perspective KOLT-connector-API could be interpeted as a second iteration on top
of KOLT-connector. Functionality unlocked here is the multilanguage support, which is

required by the analysis integration as it uses Python instead of Rust.

This enables system integrations whose project language stack does not include Rust to
still benefit from the standard integration library. KOLT-Connector-API could be used

on the same system as the integration program or over a network connection. However,
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when used over the network or exposed to an unsafe environment, it is the integrators

responsibility to secure access to the KOLT-connector-API (i.e. by using a proxy server).

4.3.1 Tools

Being essentially a REST API wrapper for KOLT-connector functionality KOLT-
connector-API is also written in Rust. KOLT-connector is included as a cargo dependency
and actix-web is used to create a webserver. Actix-web is an actix based webserver that
internally uses actor-model [24]. As KOLT-connector itself is already defined as an actix
actor integrating it with actix-web is considerably easier than to use any other Rust-based

webserver alternatives.

KOLT-Connector-API is cross-compiled into binary executables for a number of system
architectures: Windows x64, Linux x64, armhf, arm64. To ease the adaptation of the
API service even further, executables built for Linux debian-based systems are packaged
into debian packages using cargo-deb tool [25]. This enables supporting version based

updates for KOLT-Connector-API and standardizes the installation procedure.
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4.3.2 Implementation

The functionality of the KOLT-connector-API is indentical to KOLT-connector, only dif-
ference being, that instead of library functions, functionality is now exposed on HTTP
endpoints. An example of a simple connection for sending messages to the network using
the API is shown in Appendix 1.

By a product of a design choice, API does not hold data persistently, meaning all the
information entered is lost, when service is restarted. This is done in order to minimize
assumptions made about the technical stack of the integrator, however, it also means that
the responsibility of implementing persistency lies on the part of the integrator. Another
requirement is set for the integrator if it chooses to receive messages using the KOLT-
connector-API. Listener endpoints use a technology called webhooks [26], which require
an integrator to set up HTTP endpoint of its own. When a KOLT-connector-API receives

a message, this message is forwarded to the HTTP endpoint provided by the integrator.

4.4 KOLT Plugin

KOLT plugin is the only part of the integrator’s development suite, which is implemented
as part of the KOLT source code not as a standalone project. The main goal for KOLT Plu-
gin is to enable integrations to make integration specific changes to the KOLT UI. It could
be used to implement everything from special sound notifications to full-fledged Uls. It
means that UI behaviour for integration no longer needs to described in KOLT source
code, instead, the business logic can be moved back to integrators projects. Furthermore,
implemented plugins can be updated and released separately from the main source code,

providing integrators with additional flexibility for the deployments.

4.4.1 Implementation

Even though, KOLT Plugin’s goal is to expose KOLT UI functionality for the integrators,
it is entirely implemented as a feature of the KOLT-backend. This rule has two exceptions:
a PLUGIN message type is added to the protocol definitions, a code for downloading and
executing plugins is added to the frontend. Plugin message, which can be seen in List-
ing 1, enables integrators to send custom messages over KOLT message network without
requiring changes to the underlying protocol and therefore without bloating KOLT proto-

col with unnecessary definitions.
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Listing 1. Addition to protocol.

message PluginMessage {
string pluginld = 1;
bytes data = 2;

KOLT plugins shares a deployment concept with maps and vectors, where assets from
the corresponding system folder are shared to all users of the particular KOLT server
instance. Each plugin is placed in a separate folder, which has to include a manifest file

(manifest.json) and a source file.

If the plugin manifest has been properly formatted backend will serve the plugin source
file to the frontend. Although one source file may seem limited, the basic expectation is
that all integrations use tools such as Webpack to compile their source code into a single
source file for the plugin. Appendix 2 contains an example of a KOLT plugin source code
that attaches itself to the KOLT UI and inserts text onto that UL

Original idea was that in addition to serving plugins KOLT would also provide a frontend
specification of methods that are available for the plugins to use. During the implemen-
tation process this idea was, however, dropped, when it became clear that Angular]JS
services used in KOLT-frontend could serve exactly the same purpose. This choice sig-
nificantly increases functionality available to the KOLT plugins and forces the design of

the KOLT services to take possible external use into account.

4.5 Conclusion

By using action design research methodology three different projects were developed to
form a single integration interface. KOLT-Connector is a Rust library that offers integra-
tors cryptographic, network and protocol abstractions to communicate on KOLT message
network layer. KOLT-Connector-API is wrapper around KOLT-Connector library that
exposes its logic on a REST API. KOLT Plugins is a software feature inside the KOLT
project to enable integrators to run their own Ul components along KOLT’s native Ul
These projects combined enable integration developers to integrate their business logic

without any changes in the KOLT source code.
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5 Effects of integration interfaces on the system security

To estimate the effect that the introduction of integration interfaces has had on the KOLT
system security, steps laid out in chapter 3 are revisited with a perspective of the projects
described in chapter 4. Effects enable to determine whether the hypothesis that plainly de-
signing and implementing integration interfaces to the KOLT system improves its security

is valid or not.

5.1 System assets

No system asset defined in Table 1 is removed as a result of added interfaces. On the
contrary, KOLT Plugin defines and uses an asset called a plugin, which in its functionality
is closely related to maps and vectors, and must be appended to the existing list of assets
(Table 4). Plugins have higher integrity value than map or vectors assets as plugins contain
code that is executed on the end-user device. This means that a breach of plugin integrity

can enable the attacker to execute code in the KOLT frontend.

Table 4. Information Assets appendix. Appendix to the information assets list defined in chapter 3..

Assets ‘ Confidentiality ‘ Availability ‘ Integrity ‘ Security Level

Plugins ‘ C2 ‘ Al ‘ I3 ‘ H

5.2 Risks

As with the assets, one additional risk must be defined based on the added plugin func-
tionality. This is very similar to the previously defined Risk-6 (Fig. 7), with the only
difference being that the new plugin system is used as a vector rather then the KOLT
source code itself. The new concepts introduced by the integration interfaces, which state
that integrators must use plugins instead of the KOLT source code to create the Ul func-

tionality, Risk-6 must be replaced by a new risk that uses the plugins as an attack vector.
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Risk ID  Risk-7 (Fig. 10)

System Asset  Messages, Keys, User settings
Vulnerability  Access to deploy compromised plugins
Threat Agent  Malicious integration developer

Threat and Attack  Compromised plugin is used to access user data such as

messages, keys and settings.
Impact  Confidentiality of messages, keys and user settings is broken.

Description  Malicious integration developer uses access to deploy compro-
mised plugin in order to break confidentiality of messages, keys and user set-

tings.

\4 ; AN SN
[Seearsng Messages
Access user data H
: 1 1

N z Confcent o

Develop
compromised
update

Deploy plugin

Request for software
update

Malicious integration developer

Confidentiality

KOLT

KOLT Backend

Load plugins
Vv

System is compromised by
a malicious plugin

Run system O

KOLT Frontend

Figure 10. Risk-7. Compromised plugin.
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5.2.1 Risks

Part of the ISSRM process are steps called risk treatment and security requirements defi-
nitions [3]. As the hypothesis did not include that any deliberate effort should be made to
enhance system security through new integrations interface design, no action was taken
to go through these process steps. However, by looking at the changes introduced by the
new design existing tools for the ISSRM process can be used to depict risk treatments
and security requirements. As before, Security Risk-oriented BPMN along with its risk
treatment-related concepts are used to model the changes [16]. In addition, security re-
quirements and controls in the context of risk reduction/avoidance can be laid out in the
text [15].

Out of 6 defined risks in the system related to the integrations 4 saw a some form of

mitigation by the new interface design:

Risk ID  Risk-1 mitigation (Fig. 11)

Security requirement  Keep messages available in the system even when inte-

gration is used to spam the network

Control  Exclude spam messages by using pluginld defined in the KOLT mes-

sage protocol under PluginMessage.

KOLT Network

KoLT

Enemy Combatant | Integrated Sensor

Figure 11. Risk-1 mitigation. Stoping sensor spam.
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Risk ID  Risk-2 mitigation (Fig. 12)

Security requirement  Ensure confidentiality and integrity of the messages

Control  Use cryptography implementations of KOLT-connector(-API)

Integration programm

nector(-API)

KOLT-con

KOLT!

started/updated

Integrator

Enemy EW Combatant

Figure 12. Risk-2 mitigation. Avoid integrator implementations of cryptography.

Risk ID  Risk-4 mitigation (Fig. 13)

Security requirement  Ensure availability of the messages

Control  Use protocol implementations of KOLT-connector(-API)

Risk ID  Risk-7 mitigation (Fig. 14)
Security requirement  Ensure confidentiality of messages, keys and user set-

tings.

Control  Use protocol implementations of KOLT-connector(-API)
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Figure 13. Risk-4 mitigation. Avoid integrator implementations of protocol.
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Figure 14. Risk-7 mitigation. Plugin source code review.
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Risk-3 did not see any mitigations from the new interfaces as the underlying danger that

KOLT update creates an imcompatibility between KOLT and KOLT-connector remains.

The impact of the Risk-5 got worse as plugins is added as a vulnerable asset in that risk

(Fig. 15).

Integration developer

KoLT
Intogration deployment enviroment

Enemy EW Combatant

Confidentalty, Integity, Avallabil

5.3 Riskre

Figure 15. Risk-5 augmentation. Plugins added to vulnerable assets.

assesments

As the effects on the risks defined in the scope of integrations are revisited, a new risk

value calculations can be made to measure the impact of the software solutions intro-

duced. As it could be seen form the Table 5, in overall terms the risk value reduced, as the

sum of all risks before the added interfaces was 71. After the interfaces were provided,

the sum of all risks fell down to 59. This is an around 17% decrease from the original.

Table 5. Risk reassesments.

Risk ID | Vulnerability level | Threat likelihood | Event potentiality | Impact Level | Risk level | Risk Reduction Level
Risk-1 1 4 4 1 4 1
Risk-2 5 1 5 3 15 6
Risk-3 5 4 8 1 8 0
Risk-4 2 1 1 1 2 2
Risk-5 2 4 5 3 15 0
Risk-7 5 1 5 3 15 3
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5.4 Conclusion

Risk levels were remeasured after introduction of the integration interfaces. New system
asset was created called Plugins and Risk-6 was replaced by Risk-7. Reassessment of risk
level values showed that 4 risks out 6 saw a risk mitigation introduced by new interface
design. The total sum of risk level values was reduced from 71 points to 59 points, which

is an around 17% reduction compared to the original.
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6 Analysis and implications

Results presented in the last chapter show that the main hypothesis was right and the
introduction of integration interfaces had a risk-reducing effect one the overall risk level.
A secondary hypothesis that the reduction will be between 20%-40% was not proven
correct, as the reduction of the risk level was 17% instead. Although this gives an overall
indication of the intergration layer effects on the security, a deeper look into the affected

risks and implications to future work can be taken based on the results.

6.1 Variations in the risk reduction level

One of the ways to understand changes in the RRL (risk reduction level) is to use tools
from the security control selection process. By mapping RRL againts values of the busi-
ness assets on a diagram it is possible to determine risk reduction value relative to other
risks. Risks with high priorities are in the upper-right quadrant, low priorities are in

lower-left quadrant, and rest of the quadrants have medium priority. [18]

VALUE

R5 R6/7
/ R2

R1
R3 R4

0 3 6 9
RISK REDUCTION LEVEL

Figure 16. Business asset value - Risk reduction level.
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Figure 15 shows that Risk-2 was the only risk with an large business asset value that also
saw a significant reduction in its risk level value. Risk-5 on another hand did not see any
risk level reduction, however, due to its high business asset value, it landed in the medium
priority quadrant. Same could be said about Risk-(6/7), which saw only a mild reduction
in risk level, and also gets marked as medium priority due to high business asset value.
Figure 15 also indicates that changes in risks: 1, 2, 4 are insignificant from the perspective

of improving the integration security.

6.2 Future work

Risk-5 proved to be an outlier among other risks in multiple regards. It saw no improve-
ment in terms of risk level reduction and saw even more business assets connected to it
after the implementation process. This points to possible further improvements regarding
system architecture, where assets kept on the KOLT systems are hardened against attacks
and the impact surface of the assets is reduced. These could be measures establishing
integrity checks for the assets or exploring cryptographic options to defend assets in the

case of system security failure.

Another unaccounted factor is the makeup of the integration related security risks among
all security risks in the KOLT ecosystem. Further research with a wider scope would be
needed to have a better estimation of the scale to which improvements in the integration
interfaces affected the overall system. It could be the case, where system integrations
make up only a small part of the overall risk values and the actual effect of introducing
interfaces was minuscule on the system level, however it is impossible to tell without any

wide-scoped research into the KOLT system risks.

Methodologies and order of actions could also be considered subjects in future work on
improving system securities. Two possible changes to current thesis set up can bring
further insight. Firstly, the security analysis could be performed before moving onto
action design research, this way risks could be addressed in the design process before
and might result in higher reduction values. Secondly, the security analysis could be
performed iteratively using action design research feedback loop [2] to reassess progress
made in risk reduction. In both cases development cost under new methodologies should
also be considered as cost-benefit analysis from the simple approach presented in this

thesis could be performed.
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6.3 Implications to similar systems

When analyzing the mitigations it could be said that the majority of the improvements to
the KOLT integration security came from the fact that integrators are not expected any-
more to implement the KOLT protocol along with its cryptography. This suggests that
not any system could use this as a case-study to reduce its integrations layer risk val-
ues by a similar metric of ca. 17%. At least similar conditions of hard to implement
protocol among with cryptography would have to be present to expect replicable results.
Furthermore, for the results to be comparable, implementations of the protocol and cryp-
tography should be also be divertible to external package managed by the developers of

the underlying system.

Based on problems of not having any integration interface author is confident that overall
hypothesis of this case-study, that moving from no interface layer design to some inter-
face layer design will be true for other systems with similar starting point. In case of
new systems, however, author would also recommend considering approaches laid out in
the previous subsection, as they might be able to produce better results for the overall

cybersecurity of the system.

6.4 Conclusion

Main hypothesis of the thesis was proven true, as results showed that in overall terms the
sum of risk-level values was reduced by introducing integration interface. Secondary hy-
pothesis however was proven incorrect as risk reduction was only 17% and did not achieve
the target range of 20%-40%. For future work on KOLT author suggests widening the se-
curity analysis scope to get a full perspective of possible improvements. For similar sys-
tems takeaway is that, introducing interface design based on this use-case likely improve
the overall security, however, previous planning considering risks or iterative process with

risk analysis should also be considered as choices that may provide even better results.
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7 Summary

Main goal of this thesis was to research the effect that implementation of the integration

interfaces have on the KOLT system in scope of the integrations.

The work was carried out in four parts. Initially, the context of the system was established
to create a necessary basis for the security evaluation. Using that, security of the current
KOLT system integration practices was evaluated. Than the current environment was
changed by developing integration interfaces using action design research. Finally, the
KOLT system security regarding integrations was reevaluated to measure the effect that

creating new interfaces had on the integration security of the system.

As a result of this process, one of two hypotheses set by this thesis was found to be cor-
rect. Firstly, introduction of the integration interfaces affected positively the integration
security in KOLT system by reducing the overall risk measured. Secondly, the reduction
of risk values was around 17%, which was not enough to satisty the 20%-40% boundary

set as hypotheses.

This thesis also resulted in three side products in form of software initiatives. All software
products developed using the action design research methodology are made available to
use for the integrators. Meaning that as the adaptation of these interfaces grows live

deployments of the KOLT system will see a risk reduction as shown in the fifth chapter.

Three possible options for further research based on this thesis could be taken. First is
to move more into the field of information technology and improve upon the interface
design created in chapter four. Second is to continue research into the security of the
KOLT system. For example, wider snapshot of the risks involved in the entire system
could produce a substantial improved understanding of the system security and could
serve as a basis for the future architectural decisions. Third is to research effects that
using different methodologies for the interface development might have. This includes
designing integration interface based on initial security analysis or performing security

analysis iteratively throughout an action design research process.

As research in this thesis is focused on a single case study, which was the KOLT system,
results are not in their full value extendable to other C2 systems. Whether a general

statement that introduction of the integration interfaces reduces the security risks relating
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to the integrations holds true or not depends how similar in design the system is to KOLT

and whether it faces the same challenges in cryptography and protocol implementation.
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Appendix 1 - KOIT-connector-API Usage

Request-Response flow example to setup a basic network connection using KOLT-

connector-API:

POST /api/vl/connector
Request body:

"interface_key": '"some-interface-key"
X
Response: HTTP 201: body:
"interface_key": '"some-interface-key",
"uuid": "135b3c2b-43d6-4f9%e-9¢cd2-37da1983cb6a"

POST /api/vl/connector/135b3c2b-43d6-4f9e-9cd2-37dal1983c56a/channel

Request body:

"name'": "test-channel-name'",
"key": "test-key",
"crypto_type": "AES128"

Response: HTTP 201: body:

"name'": "test-channel-name'",
"key": "test-key",
"crypto_type": "AES128"

POST /api/vl/connector/135b3c2b-43d6-4f9e-9cd2-37dal1983c56a/target

Request body:

"address": "127.0.0.1:10010",
By
Response: HTTP 201: body:

"address": "127.0.0.1:10010",
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Appendix 2 - KOLT Plugin demo

Proof-of-concept KOLT plugin source code:

import React from "react';
import ReactDOM from "react-dom";

function getElementByXpath(path) {
return document.evaluate (
path,
document ,
null,
XPathResult .FIRST_ORDERED_NODE_TYPE, null
) .singleNodeValue;

3

const renderReactComponent = () => {

setTimeout (() => {
const Form = () => (
<div>
<h1>Test</h1>
</div>
const wrapper = document.querySelector(f
body > div.modal.sensor -modal.fade
.ng-scope.ng-isolate-scope.in >
div > div > div > modal-body > div
> ng-transclude > div
()’
wrapper 7
ReactDOM.render (<Form />, wrapper):
false;
}, 100);
b

const settingsButton = document.getElementById (
"settings -popover-trigger"

)

settingsButton.onclick = () => {

setTimeout (() => {
const sensorsButton = document
.querySelector (¢
body > main > div:nth-child (12) >
div:nth-child(4) > div > div >
div.popover -inner > div > div >
main > ul > li:nth-child(8) > a“¢

)

sensorsButton.onclick = renderReactComponent;

}, 100);
};
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